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ABSTRACT

This research aims to develop a new method to secure finger-vein (FV) biometric
information during user authentication process against different types of network security
attacks. Hence, a novel method was proposed to solve the existing problem in biometric
authentication systems, which is the leakage of biometric information. Our proposed
method meets information security definition standard requirements (CIA). The research
design was carried out in two stages. In the first stage, the researcher developed a new
merge algorithm in order to produce a new hybrid biometric pattern by merging Radio
Frequency Identification (RFID) features with FV biometric features to increase the
randomization, and enhance the security and structure of the new pattern. While, in the
second stage, a new secure user verification method is developed based on blockchain
technique, AES algorithm and a new steganography method that is based on Particle Swarm
Optimization (PSO) algorithm. A dataset was used comprising of 6000 samples of FV
images. The experimental results showed the effectiveness of the proposed authentication
method. Where, this method achieved a high level of performance accuracy of 97.9%
during the implementation of this method using FV biometric for 106 users. Furthermore,
the proposed method has an advantage 55.56% higher than the benchmark method as a
result of the comparison between the proposed method and benchmark method, depending
on some security issues where, the proposed method covered 100% of these issues.
Whereas, the benchmark method covered only 44.44% as indicated in Chapter 5. Moreover,
the results showed that the structure of hybrid pattern is robust and immune towards
detection by the attacker, and is flexible to being cancelable and reconstructed again in case
of loss of this pattern. More so, the proposed method showed high resistance against
spoofing and brute-force attacks. Clearly, such empirical results suggest that the FV
information are confidential, integrated and available only for specific authorized persons
only in the entire steps of the authentication process.The implication of this study is that,
the proposed method can be applied in decentralised network architectures by eliminating
the central point, and addressing the network failure problem and security at the same time.
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KAEDAH TERKINI UNTUK BIOMETRIK VENA-JARI SEMASA PROSES
PENGESAHAN PENGGUNA BERDASARKAN TEKNIK BLOKCHAIN-PSO-
AES

ABSTRAK

Kajian ini bertujuan untuk membangunkan suatu kaedah baru untuk mencapai sekuriti
keselamatan biometrik jari-vena (FV) semasa proses pengesahan pengguna terhadap
pelbagai jenis serangan sekuriti keselamatan rangkaian. Oleh itu, suatu kaedah terkini telah
dicadangkan untuk menyelesaikan masalah yang sedia ada di dalam sistem pengesahan
biometrik seperti kebocoran maklumat biometrik. .Kaedah cadangan penyelidik memenuhi
keperluan piawaian definisi keselamatan maklumat (CIA). Suatu reka bentuk kajian telah
dijalankan berdasarkan dua peringkat. Pada peringkat pertama, penyelidik telah
membangunkan algoritma penggabungan baru untuk menjana corak biometrik hibrid baru,
dengan menggabungkan ciri pengenalan frekuensi radio (RFID) dengan ciri biometrik FV
untuk mempertingkatkan penyelesaian yang rawak, serta mempertingkatkan keselamatan
dan struktur corak baru. Sementara dalam peringkat kedua, kaedah pengesahan pengguna
baru yang selamat telah dibangunkan berdasarkan blokchain, algoritma AES , dan suatu
kaedah steganografi baru berdasarkan algoritma Pengoptimuman Kerumuman Partikel
(Particle Swarm Optimization - PSO).Satu set data telah diguna, yang terdiri daripada 6,000
sampel imej. Hasil kajian eksperimental menunjukkan keberkesanan kaedah pengesahan
yang dicadangkan. Di mana, kaedah ini telah mencapai prestasi ketepatan yang tinggi
sebanyak 97.9% semasa pelaksanaan kaedah ini dengan penggunaan jari-vena (FV)
biometrik untuk 106 pengguna.Tambahan pula, kaedah yang dicadangkan mencapai
kelebihan 55.56% lebih tinggi berbading kaedah penanda aras sebagai hasil perbandingan
di antara kaedah yang dicadangkan dan kaedah penanda aras, bergantung kepada beberapa
isu keselamatan di mana, kaedah yang dicadangkan meliputi 100% daripada isu-isu ini.
Manakala, kaedah penanda aras hanya meliputi 44.44% seperti yang ditunjukkan di dalam
Bab 5. Selain itu, hasilnya menunjukkan bahawa struktur corak hibrid adalah mantap dan
kebal terhadap pengesanan oleh pihak penyerang, dan fleksibel untuk dibatalkan dan dibina
semula sekiranya berlaku kehilangan corak ini. Lebih-lebih lagi, kaedah yang dicadangkan
menunjukkan rintangan yang tinggi terhadap serangan spoofing dan brute-force. Jelas
sekali, keputusan empirikal menunjukkan bahawa maklumat FV adalah sulit, bersepadu
dan hanya tersedia untuk orang yang diberi kuasa tertentu sahaja dalam keseluruhan
langkah proses pengesahan. Implikasi kajian ini adalah, kaedah yang dicadangkan boleh
digunakan dalam arkitektur rangkaian desentralisasi dengan menlenyapkan titik pusat dan
menangani masalah kegagalan rangkaian serta sekuriti pada masa yang sama.
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1.1

CHAPTER 1

INTRODUCTION

Research Background

In the last two decades,in term of software engineering there are many researches work
regarding human being biometrics used in individual authentication have been conducted
(Qiu, Kang, Tian, Jia, & Huang, 2018). We can divide biometrics into two groups, namely,
physiological and behavioural biometric characteristics, which have been both developed
and implemented by many researchers. Behavioural biometrics include voice, signature and
gait, whilst physiological biometrics are fingerprint, facial and palm prints, hand shape and
iris, some of which are shown in Figure 1.1. Although many biometrics are available, most
are unsecure, unreliable or uncomfortable for users; for example, the aforementioned
biometrics, such as fingerprints, palm prints, voice, signatures and hand shapes, are easy to
forge, whilst iris scanning is uncomfortable to users. Moreover, face recognition can be

bypassed via 3D printing(Y. Wang, Wang, & Xue, 2018).
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Figure 1.1. Examples of Human Biometrics

Furthermore, all aforementioned biometrics are susceptible to spoofing attacks,
wherein a copy of biometrics can be taken by any intruder and used to obtain permission
for access to the system in the future (Z. Liu, Yin, Wang, Song, & Li, 2010). Amongst
various biometric techniques, finger vein (FV) recognition is newly developed and has
inherent superiority in terms of accuracy, speed and security. Remarkable achievements
have been observed in recent decades. In 2000, medical scientists Kono and Ueki proposed
a way of capturing FV images using near-infrared rays; these images can be used for
personal identification. In the same and coming years, (Miura, Nagasaka, & Miyatake,
2004) introduced an effective way to extract features from FV images. This algorithm
considerably influenced majority of the following researchers. By 2007, Japanese
researchers had presented all the pioneering research works of FV recognition and had
proposed various devices, algorithms and patents. Since 2008, a considerable amount of

research has been performed by Korean and Chinese researchers. In recent years,



multimodal biometrics using FV and other biometric features has been proposed (Tang,
Huang, Li, Li, & Li, 2012). Amongst various hand biometrics, hand vein biometrics has
been proven useful for personal identification and has several advantages compared with
other methods. Table 1.1. illustrates the comparsion of various biometric characteristics in

term of authentication.

Table 1.1

Characteristics Comparison of Various Biometric Authentications

Sensor

Type Properties Shortcoming Security device Cost
) Noise/cold No contact
Voice Natural/comfortable ) Normal ) Low
diseases required
Remote- ) No contact
Face Light Normal . Low
controlled/comfortable required
. . Extensively o Contact
Fingerprint Skin diseases Good . Low
usage/comfortable required
) ] Eyeglasses/side No contact ]
Iris High accuracy/uncomfortable Excellent ) High
effect required
) ) ) No contact
Finger vein High accuracy/ comfortable Few Excellent ) Low
required

The skin condition on the finger generally does not hinder the acquisition of clear
FV images. Moreover, vein biometrics uses vascular patterns inside the human body,
making it insusceptible to forgery. Vein biometrics is also contactless; no physical contact
is required between the finger and the sensor in the authentication process. Thus, no
hygiene issue must be addressed in relation to body health. Overall, FV is the best method
because hand and palm veins require a sufficiently large camera aperture size to obtain the

vein image from the entire hand (William, Ong, Lau, & Goh, 2016). Human FV biometrics



is a type of physiological biometric used to identify individuals based on physical
characteristics and some properties of the blood veins. FV biometrics is also a new
technology employed in security systems and has been applied in different fields, such as
medicine, finance, law and various commercial applications, to identify criminals and
perform other tasks that require high levels of security and privacy. This new technology
has a higher level of accuracy compared with other types of biometrics (Nandhinipreetha
& Radha, 2016). FV image quality is inherently affected by numerous factors that can be
split into two categories: 1) extrinsic factors, which are associated with environmental
illumination, ambient temperature, physiological changes, light scattering and user
behaviour, and 2) intrinsic factors, which are associated with inaccurate parameter
estimation during the image preprocessing stage. For example, FV image enhancement and
segmentation schemes have been developed to extract vein patterns in most FV verification
systems. Incorrect estimation of orientation, scale and rotation angle of vein patterns may
produce false FV features, thus resulting in failure to detect some genuine vein features.
Various FV quality schemes have been recently developed to solve the aforementioned

problem (Qin & El-Yacoubi, 2015). The principle of this system is shown in Figure 1.2.

Finger Registration

Infrared light / database
N /4

Finger vein
patterns

Phot h
Camera ‘ otograp

Features

extraction

Finger vein imaging by
infrared light

Comparison

|| Genuine or
imposter

Figure 1.2. Principle of Work in the Finger Vein Biometric Verification



FV verification comprises four main stages, as shown in Figure 1.3. These stages include

image acquisition, preprocessing, processing and matching.

Pre-processmg Processing

Image acquisition

Figure 1.3. Block diagram of Finger Vein Biometric Verification System

Infrared cameras are normally used to capture FV images, where these vein appear as dark
lines because the haemoglobin in the blood absorbs the infrared light (Chavez-Galaviz,
Ruiz-Rojas, & Garcia-Gonzalez, 2015). This light has a wavelength of 760-850 nm and
can penetrate deep into the finger skin (J. Yang, Shi, & Yang, 2011). Next, preprocessing
operations, such as normalisation and segmentation, are applied to remove noise from vein
images or resize them to a suitable size. The image background is also removed, and some
filters are applied to enhance vein images and extract the region of interest (ROI) (Z. Wu
et al., 2016). The most important challenge is the low quality of FV images, which leads to
low-level accuracy in verification results. Then, the processing operation, which comprises
FV feature extraction, is performed. Finally, matching is conducted to compare the
extracted features from the FV pattern during user registration and the stored pattern in the

server database, which determines whether the user is genuine or an impostor. In this study,



we focus on using FV biometrics in user verification operation, which is different from user
identification. We briefly describe the differences between the two operations in Figure 1.4

to emphasise our findings.
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Figure 1.4. Identification vs Verification

The use of each type of the aforementioned systems depends on the type of field
and required level of security.The threat in authentication systems based on biometrics
technology lies in the leakage of biometric templates (Jialiang Peng, Qiong Li, Ahmed A.
Abd El-Latif, 2014). Where can attack these systems by using stolen information because
replacing the raw biometric information after these data are stolen is impossible (Suzuki,
Suzuki, Urabe, & Obi, 2013) and (W. Yang, Huang, Zhou, & Liao, 2014). Therefore, these
systems require the security of biometric templates. Biometric patterns stored in databases,

which are extracted as biological biometrics through authentication processes, should be



effectively secured and protected from all attacks. In the real world, billions of devices are
connected through networks; thus, the issue lies in protecting and securing personal
information and keeping this information secure; this challenge is becoming a popular topic

in all kinds of systems, especially authentication ones (Lu et al., 2017).

1.2 Research Problem

We look forward to the development and design of a robust FV biometric verification
framework that has a high level of resistance against different types of attacks and maintains
the verification framework performance within an acceptance level of error rate, that is, the
equal error rate (EER) is between 2.14 and 0.0009 (W. Yang et al., 2014) (N.Sugandhi,
M.Mathankumar, 2014). At this point, false acceptation rate (FAR) is equal to false
rejection rate (FRR), as well as the accuracry between 93.5% and 99.7% (Ong, Teng,
Muthu, & Teoh, 2013)(Z. Li, Sun, Di, & Hao, 2010). However, a critical problem in relation
to this technology is the security of the FV data inside the verification framework. This
problem is considered to be a big challenge in this type of technology, where leakage of
biometrics leads to serious risks when stolen FV templates are used in various attacks, such
as spoofing and brute-force attacks (Suzuki et al., 2013). This problem will also have an
impact on the reliability of the verification framework and the rights of stakeholders.
Biometric data are prone to different types of attack either during an individual’s enrolment
step, wherein the user attempts to obtain services from cloud computing or 10T (Z. Wu et
al., 2016), or during data transmission between client and server, wherein databases of the

FV biometrics are stored. Finding a solution to this problem is important because changing



this biometric is impossible after it is stolen. This type of biometric is a part of the human
body and remains stable for a long time (from birth to death), making it difficult to change
or modify (Cheng, Chen, & Cheng, 2016). Most of the studies that have been attempted
used different ways to secure FV biometric (Murakami, Ohki, & Takahashi, 2016) in the
verification framework, such as uni-biometrics (FV biometrics) or multi-biometrics, which
include FV biometrics as part of the verification framework. These methods have been

applied in two steps according to the literature review.

Researchers have been attempting to create user patterns via extracted features from
FV images, which have unique individual identities. The collected features from the FV
intersection points and the angles bounded between veins using different descriptor
methods are considered unique information used to generate unique and cancellable keys
(bio-key). Data patterns are then encrypted based on this key using encryption functions
(Chavez-Galaviz et al., 2015)(Z. Wu et al., 2016). Observation matrices are also used to
extract the information of pattern features, and random keys are utilised to encrypt such
information (Suzuki et al., 2013). Some researchers used multi-biometrics to obtain
additional biometrics features, such as FV, retina and fingerprint, which have been
employed by individuals for identification; features are extracted from all biometrics, and
then, an encryption algorithm is employed to secure pattern information (Jagadiswary &
Saraswady, 2016). Moreover, some systems use more four biometrics, such as FV,
fingerprint, knuckle and finger shape, along with a key for encrypting pattern information
(Jialiang Peng, Qiong Li, Ahmed A. Abd El-Latif, 2014). Some systems employ

multimodal biometric systems, such as FV and signature image, to obtain unique features



from the individual and cryptography to secure these data (Nandhinipreetha & Radha,
2016). All the aforementioned attempts used encryption methods to protect FV biometric
information. However, some vulnerabilities are observed in biometric encryption systems;
for example, the attacker can regenerate an estimate of the enrolled biometric template and
use it to release the stored secret (Marius lulian Mihailescu, 2011). Moreover, these
attempts do not use random biometrics to create undetectable biometrics in case of
encryption loss or breakage. Additional details regarding the research problem are

presented in Section 2.5.3.

Figure 1.5 shows the research gap and the general problem extracted from the
literature review. Moreover, the specific problem, which is extracted from the critical
analyses in Sections 2.5 and 2.6, is discussed. All attempts in the literature to secure FV
information are still insufficient when the system connects online to the World Wide Web
and in standalone frameworks because these attempts used cryptography to secure
biometric information without consideration of information security standard requirements
(CIA) which are confidentiality, integrity and availability, this definition is international
standard ISO/IEC 27002 (2005). This definition states that secret information must be meet
requirements of CIA triangle (Von Solms & Van Niekerk, 2013) and CIA are respectively

explained in 2 and 3 in Figure 1.5.
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1. According to the literature review in chapter (2) the research gap is protecting F.V

biometric patterns against leakage of biometric information within authentication systems.

2. According to the literature review, previous studies attempted to protected F.V biometric

information through extract pure and non-randomize features from F.V and send these

features as information to the central point for authentication purpose. Therefore, we need

to secure F.V information during transmission. Moreover, it is very important to

enhancement pattern randomization and meet the standard security requirements which

are confidentiality, integrity and availability.
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3. The randomization for confidentiality, integrity and availability need to interconnect in
order to protect the F.V pattern information ageinst attacks during the individual’s
authentication operation which start from client, data transmission as well as inside the
server database according to the research problem definition. More details in recommended

solution section 2.6.1.

1.3 Research Questions

The following research questions are formulated to set the direction of this research.

1. What are the researches that have been conducted in last 10 years in term of
authentication based on F.V biometric?

2. What are the research gap and weak points in the existing authentication methods in FV
biometrics?

3. What are the FV template problems and issues that represent serious challenges in terms
of security?

4. How we can be achieving the information security definition standard (CIA) requirments
regarding to secure F.V information?

5. What are the suitable technologies which can be used in order to enhance the weakness
points and find the solution for defined problem?

6. Are the results of proposed solution (new framework), is appropriate for the security
purpose?

7. Is the performance of proposed methods are acceptable?
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1.4  Research Objectives

This study is beneficial for companies and different organisations working in various fields,
such as medical, financial, law enforcement, airports and other applications that need high-
level security and privacy to ensure customer data protection by securing verification data
through the hiding of data from intruders. The main goal of this research is to develop an
efficient FV biometric framework with high level of security and secure individual data
during transmission as well as that inside the database. The specific research objectives are
as follows:

1. To investigate existing researches and technologies that used FV biometric in terms of
user authentication in order to highlight the gaps and weaknesses.

2. To design new secure FV biometric pattern through enhance the FV pattern structure
and content randomisation.

3. To develop a new and secure user authentication method based on the proposed FV
biometric pattern.

4. To validate and evaluate the proposed method that used for secure user authentication.

1.5 Relationship among Research Objectives, Research Questions and Research
Problem

In this section, we interconnect the research questions formulated for the research direction
and the research objectives provided to obtain answers for the questions. In Table 1.2, we

present the research questions and the answers that can aobtain via the objectives because
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they determine the part of the research problem that is solved by the fulfilment of each

objective.

Table 1.2

Relationship Among Research Questions, Research Objectives and Research Problem

Research problem
mapping

Research questions

Research objectives

Specific problem

General problem

1. What are the researches that
have been conducted in last 10
years in term of authentication
based on F.V biometric?

2. What are the research gap and
weak points in the existing
authentication methods in FV

biometrics?

3. What are the FV template
problems and issues that represent
serious challenges in terms of

security?

To investigate existing
researches and
technologies that used
FV biometric in terms
of user authentication
in order to highlight the

gaps and weaknesses.

To design new secure
FV biometric pattern
through enhance the
FV pattern structure
and content

randomisation

Randomization in
F.V templates

information

Secure F.V
templates during
authentication

process

(Continued)
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Table 1.2 (Continued)

Research problem

mapping

Research questions Research objectives Specific problem General problem
4. How we can be achieving  To develop a new and Enhance finger vein
the information security secure user authentication  information security
definition standard (CIA) method based on the in term of
requirements regarding to proposed FV biometric confidentiality,
secure F.V information? pattern integrity and
5. What are the suitable availability
technologies which can be
used in order to enhance the

Secure F.V

weakness points and find the .
) ) templates during
solution for defined o
authentication

problem?

process
6. Are the results of To validate and evaluate
proposed solution (new the proposed method that

framework), is appropriate used for secure user
for the security purpose? authentication

7. Is the performance of

proposed methods are

acceptable?

1.6 Scope of the Study

The scope of this research is defined by the following considerations.
1. This study focuses on the development of a new hybrid and random FV biometric model
that uses the proposed merge algorithm for application in individual verification

frameworks.
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2. A new steganography method based on particle swarm optimisation (PSO) is developed.
3. A novel secure biometric verification framework for individuals based on encryption,
block chain and the proposed steganography techniques is established.

4. Experimental work is performed to hide FV pattern information and evaluate the
proposed steganography method and the entire verification framework performance.

The general view for this research can be represented via three factors, namely, research

method, research type and research domain, as shown in Figure 1.6.
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Figure 1.6. Research Scope

This study is multidisciplinary because it combines two fields of sciences, namely,
information technology and biology, where biometrics mean biological measurement in
computer technology (Jaiswal, Bhadauria, & Jadon, 2011). This study develops a new

secure verification framework for individual authentication based on human blood FV,
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which is a human biometric model. This research is conducted to address the leakage
problem of FV biometric patterns in verification systems. This study uses a quantitative
research method; the proposed framework is verified to have a high level of protection and
performance via experimental results. The output of the research indicates the research
type, and two outputs are presented in this study, namely, the guideline for securing any
information system and a secure framework for individual authentication. The research
domain involves three computer science domains: the algorithm domain, the proposed
merge algorithm and the proposed framework for the cloud computing environment.
Finally, this study focuses on data security based on the standard information security
definition. Consequently, computer security and encryption are the main domain of this

study.

1.7 Motivations

The F.V biometric technology is a product of the development of the modern society to
satisfy the requirements in many applications of human biometric verification. Where F.V
biometric has some advantages over other types of biometrics (Dong, Yang, Yin, Liu, &
Xi, 2012) such as:

1. No need to contact between user and device sensor so, there is no ability to trace the user
in future and try to copy his biometric by any attacker, moreover this feature makes using
this biometric very comfortable to the users.

2. It can be used only for live body because it depends on the hemoglobin in the blood.
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3. This biometric are reliable have high level of security.

4. unique among all the people even the twins and stable for long time.

5. Small and cheap devices need to work and portable so can be easy use in different
locations.

6. F.V are hidden under the skin surface so it is invisible and cannot be prone to external
distortion and it is very hard to replicate. In general, the most important motivation which
IS security motivations which is related to F.V biological attributes.

Where references (Mohd Asaari, Suandi, & Rosdi, 2014), (J. Da Wu & Liu, 2011b) and
(Peng, El-Latif, Li, & Niu, 2014) referred that biometrics technology authentication system
is extensively popular because this system provides a high level of security and reliability
for individual authentication system; these types systems are more reliable than the
traditional technology used in authentication systems, which has been used to secure critical
and secret organizations, such as password and access cards; these types of authentication
technologies are easy to copy and replicate and are prone to counterfeit; thus, criminals can
easily use the stolen information. In addition, the incidence of forgetting passwords or cards
is high; by contrast, F.V biometrics demonstrates numerous attributes in terms of security
purposes, such as the uniqueness of each person and long-term stability during human life;
F.V are invisible to the human eye because veins are located underneath the skin; thus, F.V
are not prone to external distortion or modification; moreover, Studies in (J. DaWu & Ye,
2009) and (Ong et al., 2013) defined that F.\VV biometric is unique to every person; thus, it
is more reliable in verifying identity than other techniques, such knowledge- or token-based
verification systems. References (N.Sugandhi, M.Mathankumar, 2014),(Peng, Wang, El-

Latif, Li, & Niu, 2012),(F. Liu, Yang, Yin, & Wang, 2014)and(lbrahim, Al-namiy, Beno,
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& Rajaji, 2011) mentioned that F.V biometrics exhibits various characteristics; biometrics
information is invisible, difficult to copy, provides high level of accuracy and security
moreover, this biometrics information is incomparable between the same fingers of each

hand in the same person.

References (Fayyaz, Hajizadeh-Saffar, Sabokrou, Hoseini, & Fathy, 2016), (Pflug,
Hartung, & Busch, 2012), (Xi, Yang, & Yin, 2017) and (Raghavendra, Surbiryala, Raja, &
Busch, 2014) The motivation for using F.V biometrics is attributed to its natural state,
uniqueness, and universality; moreover, F.V biometrics has high spoofing resistance and
provides a wide range of advantages, such as (1) suitability and easy to capture, (2) unique
personal information and high verification accuracy, and (3) only for live body verification.
Moreover, in (Fateme Saadat, 2015) During user registration step, contact with the sensor
device is unnecessary; thus, leaving traces in the sensor is infeasible; therefore cannot be
traces the user in the future. This fact mean that stealing and forging biometrics information
are very difficult. Skin condition is not a hindrance to obtaining a clear image; thus, F.V
biometrics is robust against finger surface condition (William et al., 2016) (J. Wang, Xiao,
Lin, & Luo, 2015). This biometric have rich piecewise line attributes and are stable to use,
which clearly describe F.V for individual verification (Lu et al., 2017). Another feature is
that obtaining vein information using artificial vein rather than the natural vein is infeasible
because this system depends on the musculature energy (J. Yang et al., 2011). this feature
of invisibility provides additional security because patterns are concealed from other
individuals or machines compared with other verification technologies; the replication of

vein patterns is difficult for an intruder; thus, the F.\VV biometrics verification system has
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high resistance to spoofing compared with other biometrics systems (Song et al., 2011)
(Raghavendra, Surbiryala, et al., 2014). Where revealed that F.\VV patterns are captured
inside the finger, hence cannot be stolen or forged easily (Huang et al., 2017)(Xin, Liu,
Zhang, & Zhang, 2012). The favorable features of the F.V biometrics are its non-intrusive
nature and resistance to skin diseases because these diseases cannot affect vein biometrics

information during image capture (J. Wang et al., 2015)(L. Yang, Yang, Yin, & Xi, 2014)

There is ability to extract additional biological information from F.V, such as blood
pressure, oxygen concentration in the blood, and heart rate, can be obtained. Moreover,
human vein texture distribution is permanent from birth and rarely changes during the
human lifetime; thus, this security technology is robust and stable (Cheng et al., 2016). The
biometrics information is extensively stable (from birth to death), rarely change under any
circumstance, located underneath the skin, hence is invisible, and not prone to external
distortion, except for cases of deep wounds or intense burns this is reported in (M. Khalil-
Hani, Eng, 2010)(Qin & A. El Yacoubi, 2017) . Finally, In the authentication phase, an
individual should be present at the location of the sensor device when he/she must enroll

his pattern to gain access to a system (Khalil-Hani & Eng, 2011).
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1.8  Significance of the Study

We divide the research significance into three, as shown in Figure 1.7, to provide a clear
description and identify the importance of this study. A brief explanation is presented in

the following paragraphs.

Practical significance Theoretical significance

Future development and
implementation

Figure 1.7. Significance of Study Categories

1.8.1 Practical Significance

Biometric technology authentication systems are extensively popular because they provide
a high level of security and reliability for individual authentication systems; biometrics are
more reliable than traditional technology in security systems used to protect any
information or person authentication system (Mohd Asaari et al., 2014) (J. Da Wu & Liu,

2011a). A new secure FV biometric verification framework is proposed in this study. The
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practical significance is that various organisations in different fields, such as military,
financial, medical and customer, can use this technology after the research gap is filled and
the weak points are enhanced via the aforementioned solution. Moreover, using an
individual’s biometrics without his knowledge is difficult. Therefore, FV biometrics is
highly reliable for individual verification and has low failure during individual enrolment
and verification (Gupta & Gupta, 2015). Furthermore, FV biometric technology will be
rapidly developed in various applications that deal with security issues, such as electronic
and physical access control, digital rights management, electronic commerce and
background checking (Chavez-Galaviz et al., 2015), especially after the challenges of this

technology are addressed.

1.8.2 Theoretical Significance

This study follows PRISMA protocol and conducted systematic review that provides an
overview of existing FV biometric technology and presented detailed information about
FV datasets available for scientific research as shown in Appendix A. It highlights the trend
of research work on this topic. Another contribution of this study is the creation of a
taxonomy for contacted studies within the scope of the literature review in Chapter 2. The
proposed taxonomy introduces several advantages and imposes a sort of organisation on
the massive publication by sorting out these works into a meaningful and coherent layout
and providing the researchers with important insights regarding the subject field in several

ways. Moreover, outlining the potential research directions in the field can help reveal
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research gaps, and mapping the literature on authentication methods of user verification
based on FV biometrics can highlight the weak points. This study serves as a reference on
the important requirements that should be adopted to secure individual authentication

frameworks.

1.8.3 Future Development and Implementation Significance

The significance of this study in the future concerns the use of the proposed method to
secure FV patterns, which can be employed with different types of human biometric
verification systems to enhance the level of biometric protection and motivate companies
to create small and portable devices (Song et al., 2011). Furthermore, the proposed
steganography technique, which is integrated with block chain technology, can be
implemented in various fields to address the security problem of sensitive information and
network failure case (disaster times) simultaneously. These problems are the critical
challenges in various information system environments (Section 5.2).Moreover, this type
of biometrics is sufficiently distinctive for verification systems to differentiate amongst
individuals and can obtain additional biological information from FVs, such as blood

pressure, oxygen concentration in blood and heart rate (Cheng et al., 2016).
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1.9  Organization of Research

The structure of this study comprises six chapters, as shown in Figure 1.8. The following

discussion presents a brief description of these chapters.

Chapter One: This chapter shows the introduction and research background,
providing the reader with an idea regarding the types of human biometrics, especially FV
biometrics, and a historical review of this technology. FV biometrics is also compared with
other types of biometrics. Moreover, the processing steps in relation to this technology are
explained. Next, the research gap, problem and objectives are defined according to the
literature review. Furthermore, the relationship amongst the research questions, objectives
and problem is illustrated. The scope of this study is also defined using three factors,
namely, research method, type and domain. Finally, the motivations and significance of
this study are highlighted. Chapter Two: In this chapter, the systematic literature review
conducted to determine the research gap is presented. The research problem and challenges
are determined, and the existing methods, techniques and datasets are investigated. Chapter
Three: This chapter comprises the four methodology phases followed to achieve the
research objectives of this study. The proposed phases are implemented as sequential
phases, where the output of the first phase is the input of the second phase, and so on. The
findings of this study are evaluated in the fourth phase. All these phases represent the

recommended solution for the research problem.
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Chapter Four: This chapter presents the results and discussion for each part from
the proposed FV biometric verification framework. The results of the proposed
steganography method are also presented and discussed. Chapter Five: This chapter
presents the validation and evaluation of the proposed FV biometric framework. The
validation stage is conducted during the discussion of two scenarios, and the evaluation
stage is performed through three subphases. Moreover, the related issues are discussed
during the evaluation, and the coverage percentage of these issues is comprehensively
illustrated by the proposed methods and the corresponding benchmark methods. Chapter
Six: This chapter presents the conclusion, contributions and summary of the research goals,
contributions and findings. Moreover, the limitation of this study and future research

directions are reported.
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